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1. INTRODUCTION 

Pilferage of electricity is a criminal practice of 
stealing electric power. It is considered a crime and 
liable for punishment by heavy fines and, in some 
cases, jail. The Population of our country is 
increasing day by day. With the increase in 
population, there are so many problems arising day 
by day. In that, the production of electricity 
according to the population’s needs is one of the 
major issues, which is faced by the government. But 
the government is producing enough electricity for 
all the people by different methods. Even though 
there is enough electricity production, some of the 
consumers are trying to  

theft it and this is a major issue for the electricity 
board as well as for the government. This causes a 
huge economic loss to the electricity board and 
government. The country is facing several domestic 
power thefts and industrial supply thefts. There are 
so many ways for power theft-tampering the meter, 
bypassing the meter, using a single-phase supply 
from the three-phase supply, disconnecting, or 
isolating neutral from both ends. The studies on 
power theft have been made by so many 
researchers. Our proposed system is a power 
detecting system that is used to detect theft 
automatically and pass the theft information 
directly to the electricity board via 
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Nowadays electricity thefts are increasing day by day at domestic as well as 

industrial levels which make a huge economic loss for the electricity 

department and our country also. There are several methods for power theft 

like meter tampering, stopping the meter reading i.e., falsifying meter gear 

parts. We also have several ways for detecting power theft, but the detection 

should be done manually which is not possible every time. So, we came up 

with a solution where power theft can be easily monitored. The project aims to 

design a power monitoring system by measuring the load. This system is also 

used to communicate the theft information to the electricity board via an IOT 

application called IoT application. The whole network is mainly concentrated 

on Arduino Interfacing with LCD, current sensor, and ADC. The Arduino is 

used to detect power theft and pass the information about the theft to IoT 

which internally sends information to the electricity board. 
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message. The Internet of Things monitors and 
discovers numerous devices or objects from a 
distant location. IoT may be a growing 
phenomenon that is employed in each field today. 
Here we tend to be area units reaching to do a 
watching of power victimization IoT. 
 

2. LITERATURE SURVEY 

 

Following is a brief description of work 
done by various researchers on power theft 
detection: The paper uses the method of 
approach in which a high-frequency signal is 
used in the distribution network which changes 
the amplitude and the frequency as the load 
increases or decreases. The changes will be 
detected by gain detectors if there is any illegal 
approach made between the poles then there 
will be a modification in the gain value and the 
theft is detected. [1] 

 Incidents of energy theft in which dishonest 
customers would lower their electricity bills by 
tampering with their meters. The physical attack 
can be extended to a network attack using false 
data injection (FDI). A hybrid detection 
framework is developed to detect anomalous 
and malicious activities so that the network 
observes and detects accuracy that can be 
improved by using grid-placed sensor 
deployment. The limitation of the proposed 
method is limited to a one-player attack. [2] 
 This report gives only the simulation result. 
It would be the better method for the minimum 
number of users. Further improvements to 
detect electricity theft lead to the grouping of 
customers by means of a Support Vector 
Machine (SVM). This methodology insists on data 
processing and data mining methods to detect 
the customers with abnormal consumption of 
electricity. It involves many complicated 
mathematical calculations that may provide 
erroneous results and can detect only 60% of 
fraudulent customers. The previous 
methodologies are apt for the traditional power 
systems. [3] 
 

3. PROPOSED SYSTEM  
 

This proposed system of IoT and IoT API 
technology is implemented for transmitting 

information about power theft to the EB and 
to prevent the current scenario (Fig 3.1). 
This system is being interfaced with Arduino 
via serial communication and the voltage 
sensor (Vcc<25volts) and current sensor 
(ACS712) are interfaced with Arduino to sense 
the load current and voltage. We have also used 
MCP3208 analog to digital converter IC so that 
the current and voltage analog values are 

converted into binary form which is the easier 
way to transmit the information by Arduino. 

  

Figure 1: Block Diagram 

This will prevent electricity theft as much as 
possible. The current system gives solutions for 
the existing problems like power theft, wastage of 
energy, and transmission line fault that are faced 
by the authorized power supplier. The system 
mainly depends on Arduino3 model B which is 
the heart of the whole circuit. Each part of the 
circuit is interfaced with Arduino (Fig 3.2). Firstly, 
we need to install the Arduino operating system 
on the SD card which is mounted backside of the 
Arduino. We also need to install Open CV software 
on the SD card to write and compile the source 
code. There are two main measurement blocks. 
One is the voltage measurement block and the 
other is the current measurement block. In 
voltage measurement, the main power supply is 
connected to the primary of a 230-4.5 V step-
down transformer. While secondary of the 
transformer is connected to a voltage divider 
circuit which consists of two resistors of values 
100k and 10k which divides the secondary 
voltage of the transformer into a ratio of 10:1. 
(Circuit diagram is after the current 
measurement block). The value of voltage across 
the low-value resistor is taken to be fed to the 
analog pin of the Arduino but this AC signal 
contains both the positive and negative values. As 
Arduino can read only the positive values, so to 
convert the negative values of the incoming signal 
into positive values, a DC voltage shift is given to 
the incoming signal. For this purpose, a 5V DC is 
supplied to the voltage divider circuit consisting of 
two 470k resistors dividing the voltage equally. 

This DC shift is added to the incoming 
voltage level so that the negative portion of the 
signal may be converted into positive. The 
voltage that has been now converted into the 
compatible range of the Arduino is given to the 
analog pin of the Arduino. When measuring 
current by CT we see some fluctuations in the 
output. For this reason and to overcome it we 
used the current sensor. It simply connects in 
series with the load and its output signal pin is
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 fed directly to the Arduino mega. It 
gives accurate values of current. 

The values of voltage and current are 
processed by the Arduino such that the relative 
time difference is measured between the voltage 
and current waveform. By considering the 
voltage waveform as the reference and the 
amount of the angle or time by which the 
current waveform lags behind the voltage 
waveforms. This is calculated by detecting the 
zero crossing of the voltage and current 
waveforms. Power Factor Measurements 

 

 

Figure 2: Power Theft Detection system 

The time period of the sine wave is 20msec 
for a 50Hz system. The maximum time difference 
that can exist is 5 msec, so the time difference 
gives us information about the power factor. For 
a resistive load, the power factor is one because 
there is no time difference between the two 
waves. The real power of the load is equal to the 
product of root mean square values of voltage 
and current with the power factor of the load. 

The voltages, current and real power 
consumed, power factor, energy, and billing 
information are displayed on the 20 x 4 LCD. The 
LCD is connected to the Arduino. The energy is 
measured by multiplying the real power 
consumed by the load with the time. All the 
values are constantly stored on the SD card. The 
snap action switch has been used for tampering 
alerts if an unauthorized person tries to open 
the meter casing. SD Card also records this 
tampering information. 

 

4. HARDWARE REQUIRED 

A. Energy Meter 
An electricity meter (Fig 4.1), power 

meter, electrical meter, or energy meter could 
be a device that measures the quantity of 
electrical energy consumed by a residence, a 
business, or associate degree electrically 
supercharged device. Electrical utilities use 
electrical meters put in at customers' premises 
for requests and observation functions. They’re 
generally 

  

Figure 3: Energy Meter 

B. Arduino 
Arduino board designs (Fig 4.2) use a 

variety of microprocessors and controllers. The 
boards are equipped with sets of digital and 
analog input/output (I/O) pins that may be 
interfaced to various expansion boards 
('shields') or breadboards (for prototyping) and 
other circuits. The boards feature serial 
communications interfaces, including Universal 
Serial Bus (USB) on some models, which are 
also used for loading programs. 

 

Figure 4: Arduino 

C. Buck-Boost Converter 
The buck-boost converter (Fig 4.3) may 

be a variety of DC-to-DC converters that has an 
associated degree output voltage magnitude 
that's either larger than our but the input 
voltage magnitude. It does appreciate a flyback 
converter employing a single electrical device 
rather than an electrical device. Two totally 
different topologies are known as 
buck-boost converters. 

           

Figure 5: Buck booster
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D. LCD Display 
 

 

 Figure 6: LCD Display 

LCD (Fig 6) displays contain an 
associate array of little segments called pixels 
that may be manipulated to give info. As a result 
of this technology, many varieties of those 
displays are employed in applications like 
calculators, watches, electronic messaging 
boards, clocks, equipment, machines, and a 
bunch of different devices that one will think 
about. 

5. RESULT 
 

This chapter discusses the simulation 
results of the power theft monitoring and 
controlling system (Fig 5.1). Simulation 
software is based on the process of modeling a 
real phenomenon with a set of mathematical 
formulas. It is, essentially, a program that allows 
the user to observe an operation through 
simulation without actually performing that 
operation (Fig 6.2).  

In this system, power theft monitoring, 
controlling, and protection using a 
microcontroller is proposed. A current sensing 
circuit and voltage sensing circuits were 
designed. 

 

 

 

Figure 7: When no Theft is detected 

CONCLUSION 
 

In developing countries like India, 
electricity theft is a common practice mainly in 
remote areas. The power losses are impossible 
to find out using traditional methods like 
manually checking each street. To get rid of this 
problem government and electricity 
departments must look for an alternative 
approach. The proposed model in this paper is 

a wireless communication power theft detection 
system to detect theft and transmit information 
without any human interference by an IoT 
application. 

A Wireless Electricity Thieving Detection and 
observance system have been designed and 
developed with the correct integration of 
hardware and also the computer code. With no 
human interface, this method provides good and 
straightforward thanks to observing electrical 
thieving. The employment of IoT helps in 
achieving the many benefits of wireless 
network communications. Power thieving is 
truly bypassing the energy meter however in 
our project we've indicated the thieving by 
turning on the switch and this technique is price 
economical. During this project, an energy 
consumption observance and dominant good 
energy meter are projected which might 
increase awareness of energy consumption 
amongst devices and users. The Project has 
achieved goals like thieving detection at vendee 
finish in real time, liquid crystal display displays 
energy consumption units and quantity, and 
thieving indication. Here we have the mixture of 
each hardware and computer code part for 
energy consumption observance. 
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